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Abstract

During the Border dispute on the India China border, the Indian government with consultation with
The Ministry of Information and Technology had taken an action against the Chinese apps that are
illegally transmitting Indian uses of personal data so the Government of India banned 59 Chinese
applications. To preserve the Integrity, Security and sovereignty of the country these decisions with
regard to banning of apps were taken. Article 19(1) (a) of the Indian Constitution states about the
Freedom of Speech and expressions. This gives the right to the public at large to express their
opinions on any sociological topic at any public platform. The Ministry of Information technology
doesn’t disclose any such information which is directly or indirectly related to the ban and which is
also beyond the limit of reasoning set in the press release. The apps ban was majorly targeted to save
the country’s user data of these apps considering the national security as these apps were found in
transferring the users’ data. Government has power to ban any intermediary if such intermediary is
against the Public order, Security of State etc. As per Section 69A a power to Central Government or
other authority to issue some direction for blocking of any information via computer resources. The
apps ban of these Chinese apps by the government is to protect the national security of the country by
stopping these apps from sharing the personal important Information of the Indian user with China so
that they can use it. This ban is important as today data is the most important and precious thing. At
the time of the India China border issue this even became more important. Also this action of
Government will come under the umbrella of public order which is purely justified. Also, India today
also lacks a proper law governing and protecting data privacy.
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INTRODUCTION

During the Border dispute on India China border, Indian government with consultation with The
Ministry of Information and Technology had taken an action against the Chinese apps that are
illegally transmitting Indian uses personal data so the Government of India banned 59 Chinese
application on 2" September, 2020. To preserve the Integrity, Security and sovereignty of the
country these decision with regard to banning of apps were taken.

A press release declared the banned under the ambit of Information Technology Act as per section
69A. After these ban Government also banned another 47 Chinese apps under the same statute. This
ban by the Indian Government is been considered and recognised as the “Digital Strike on China”.

This ban is a step towards protection of privacy of
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platform. Article 19 of UDHR [2] and ICCPR [3] also talks about the freedom of right to speech and
expression. Freedom of right to speech and expression is considered a Basic Human rights [4].

The importance of freedom of speech and expression in a democratic nation in explained in some
most important judgments such as in Motion Picture Association case it has been held “Free speech is
a foundation of democratic society”, which means that in a democratic country every individual
should have free view point and chance to express his viewpoint [5]. As per the International laws and
fundamental rights, Freedom of speech is considered as fundamental right [6].

Freedom of speech is considered as the multi-faceted right which includes both right to disseminate
information and right to express but this also includes the right to receive and right to pass
information ideas, as per John Milton’s [7]. Which means that right to receive information and
communicate is a part of right to speech and expression?

Permanently banning these Chinese social media apps is a violation of Right to speech and
expression of the general public as this will take their freedom to express their thoughts or opinions
with their work on these social media and restrict the from communicating, hence there is a violation
of a very important fundamental right, which should be protected by state and constitution.

But this article under the Indian Constitution is not guaranteed and hence can be restricted under the
umbrella of reasonable restriction stated in the Article 19(2) where the government can impose
restriction for protection of Sowvereignty, Integrity and public order of the country and hence
Government of India has full power in this case to take action against these Chinese apps who are
acting against the national security and public order so these restriction can be imposed and this will
be absolutely valid.

VOILATION OF RIGHT TO LIFEBY THIS ACT

In the Indian constitution, right to life and personal liberty is defined under Article 21. Where it
states that “No person shall be deprived of his life or personal liberty except according to procedure
established by law [8].”

In the case of Olga Tellis v. Bombay Municipal Corporation, [9] the 5 judges’ bench held that
right to livelihood is derived from the term right to life. This means that no one can live without
proper livelihood.

In Maneka Gandhi case [10] the Apex court observed that for depriving someone’s life and
personal liberty, the procedure should be right, just and fair and should not arbitrary in nature
otherwise the objective of right to life under Article 21 of the Indian constitution will defeat. It is been
comprehended from the above judgment that a human should have a live with human dignity, free
from exploitation and practice any profession to support his livelihood.

So the Tik tok Stars or Influencer depending on this app and creating content on daily basis,
because o which they were earning and due to this Chinese apps ban many Indian users and content
creator lost their right to livelihood which is a gross violation of Article 21 of the Indian citizens.

INFRINGMENT OF RIGHT TO PRIVACY OF THE INDIA USERS

The Ministery of Information technology doesn’t disclose any such information which is directly or
indirectly related to the ban and which is also beyond the limit of reasoning set in the press release
[11]. The apps ban was majorly targeted to safe the country’s user data of these apps considering the
national security as these apps were fund in transferring the users’ data.

As per the Government, their linkage of apps ban towards one country cannot be disclosed to the
public at large [12] but it is very evident that the government is protecting the nation from Chinese
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apps which are involved in this transition of data and also due to the border issue between China and
India at that time. Madras High court banned Tik Tok app in 2019 as it violating the safety as well as
privacy of the children and this ban is later in that year been set aside by the apex court of the court by
the appeal by the apps [13]. Again in July 2019 many people including the parliamentarian raised
question on the protection on users data privacy and illegal transmission of their data with China [14].

Similarly, there was another Chinese apps which got banned due to these Chinese apps bans which
is earlier been banned by certain states such as Gujarat and founded that this is promoting violence,
cyber bulling and aggression by the Bombay high court [15]. Some other apps like CamScanner
which is used by the State police for various day to day public record works and investigation this
information are very sensitive and may cause a treat to National security and various other disasters
[16].

POWER OF GOVERNMENT TO BANN APPS IN INDIA

Government has power to ban any intermediary if such intermediary is against the Public order,
Security of State etc. As per Section 69A [17] a power to Central Government or other authority to
issue some direction for blocking of any information via computer resources.

Where the Central Government or any of its officer specially authorised by it in this behalf is
satisfied that it is necessary or expedient so to do, in the interest of sovereignty and integrity of India,
defence of India, security of the State, friendly relations with foreign States or public order or for
preventing incitement to the commission of any cognizable offence relating to above, it may subject to
the provisions of sub-section (2) for reasons to be recorded in writing, by order, direct any agency of
the Government or intermediary to block for access by the public or cause to be blocked for access
by the public any information generated, transmitted, received, stored or hosted in any computer
resource [18].

In the Judgment of Faheema Shirin v. State of Kerala [19], the Kerela High Court observed that
the person’s right to privacy is violated whenever there is an interference with an access to internet.
The constitutionality of Section 69A has been observed by the Apex court in the landmark case of
Anuradha Bhasin case [20].

The Apex Court, in Anuradha Bhasin case, [21] has affirmed that Section 69A, read with the
Blocking Rules, gives the government the authority to impose such restrictions on access to online
content. In the Shreya Singhal Case, [22] the constitutional validity of Section 69A of the IT Act was
also challenged apart from Section 66A. The apex court, while declaring Sec. 66A unconstitutional,
upheld Sec. 69A and acknowledged its constitutional validity.

In the Present scenario of banning Chinese apps by the government is fully justified as the act of the
government is within the ambit of the reasons given under the act. Infringing the very right of Right to
Privacy is violated by these Chinese apps by using the personal details of the Indian users for their
national reasons. This is violation of Fundamental as well as the Human right of the users. This is
duty of the central government to protect and preserve the Fundamental right to privacy of the
citizens.

CONCLUSION

Prohibition of applications due to data privacy violation brings significant learning to India which
no longer has a strict data protection law. The Personal Data Protection Bill has been under discussion
since 2018. In the absence of effective data protection law, application blocking may be the only
temporary cover for data breaches and citizen privacy concerns.

To address the problem of malicious applications and data breaches, the government is taking steps
to create regulations for mobile applications, in consultation with the Minister of Home Affairs,
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Electricity and IT, Information, and Broadcasting, and the Department of Communications. Failure to
comply with the rules may result in the termination of such claims. To develop a comprehensive plan,
Government must initiate a public consultation process that seeks the views of all stakeholders,
including targeted consumers and applications in the reception area.

Increasingly, applications are under Government scrutiny, most recently associated with the
potential impact of data breaches from fintech systems. However, no other development has come to
the community. Interestingly, to date, no banned applications have been filed in Indian courts,
challenging the ban. The only time we will say that any government action that may be aimed at
protecting citizens' privacy, national security, and Indian sovereignty will withstand a constitutional
test.

It is been concluded that the app ban of these Chinese apps by the government is to protect the
national security of the country by stopping these apps to share the personal important user data with
China so that they can use it. This ban is important as today data is the most important thing and at
times or India china border issue this even become more important. Also this action of Government
will come under the umbrella of public order which is purely justified. Also India today also lack at
providing a proper law governing and protect data privacy even when today the bill is pending in the
Lok Sabha [23]. Government is also on a check for the fintech company that are breaching
implication [24].
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