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Abstract

In this era of technological growth and advances, ensuring cyber security becomes one of the greatest
challenges everywhere. One such threat to cyber security is social engineering. Social engineering can
be defined as wide array of malignant activities which is usually achieved through human interactions.
It majorly involves psychological manipulation to a point where the users make security mistakes which
generally results in giving away sensitive information. Social engineers are con-artists or fraudsters
who mainly rely on gaining the trust of the authorized users in order to steal significant credentials.
There are many people who unknowingly deal with this serious and ongoing issue. According to the
2018 Webroot Threat Report, there exist numerous criminals impersonating many financial companies
and organizations. One of the most prevalent types of social engineering is phishing. It requires a
situation where the fraudster imitates a trusted source and ostensibly devises a rational scenario for
delivering login credentials or any other important and delicate data. Though, stopping cybercrimes is
the burden of the governmental agencies working on behalf of it, there are certain ways to keep our
personal data safe and protected. The study aims to shed light on certain cyber safety tips that could
offer protection and might prevent the very activity from happening. More importantly, it is crucial to
be aware of all the cyber protection software and options available such as anti-virus software. This
study has a pessimistic approach so as to understand the magnitude of effect caused by such deceitful
activities and also attempts to suggest and cite solutions pertained to this cyber issue.
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INTRODUCTION

‘Cyberspace’ is a notional digital setting that enables interconnectedness of technology and
information systems thereby allowing communication, data sharing and data transfer. In simple words,
it is also called as the terrain of the internet. Although the origins of the internet are traced back in the
USA of the 1950s, it was not until 1982 the term ‘cyberspace’ was used by an American Canadian
author William Gibson in his book ‘Neuromancer’ [1]. The book described the concept as a virtual
space that is filled with artificially intelligent
beings. In the 990s, the term was used to denote a
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rendered free from laws and regulations [2]. The
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main argument of such a notion was to safeguard and protect the freedom of speech and expression of
the individuals using the digital platform and ensure privacy of the abstract personalities in exchanges.
However, after the advent of internet and the widespread recognition of the concept of ‘cyberspace’,
the governments of nations mandated regulation of the medium by way of domestic laws and
international agreements. The laws and other relevant instruments aimed to govern the physical location
of the users and also regarding the type of content that is available to the users. The developed countries
of the world have developed multiple safeguard mechanisms that control the actions of the users of the
cyberspace because internet has become an integral part of a nation’s security systems, global trade
grid, emergency services, regular and elementary communications and other public and private
activities.

The world is more dependent on internet, technology and software which make life much simple and
more convenient. But such convenience does come with its own threats. Taking into account the rapid
transformation of technology and the growing number of users of the internet, the need for cyber
security is crucial. Any form of technological device is always prone to being hacked, provided
protective measures are not taken. It is alarming to witness the rise in different forms of cyber-attacks,
each tailored to the intention of the cyber criminals and the type of technology that is aimed to be
attacked [3]. The most common forms of cybercrimes are phishing, denial in service, malware,
password attack, ransomware, etc. Certain forms of these attacks involve human interactions through
which a wide array of malicious activities is achieved. The main element behind the involvement of
humans in such attacks is the psychological manipulation in order to deceive and trick users into giving
away sensitive information. This act of wrongdoing and ill will is known as Social Engineering. This
digital encroachment can be orchestrated in any form, from anywhere as long as there is human
interaction.

DECODING THE CONCEPT OF HUMAN HACKING- THE ART OF DECEPTION

Social engineering as a concept has existed for more than a millennium and currently is one of the
biggest threats in the world of cyberspace [4]. Although digital security-based social engineering has
seen growth only over the course of few decades, the principles of human psychology have been used
for the sly benefit of people for several centuries. The early evidence of using human psychology as a
manipulation trick dates back to 1184 BC in the famous novel ‘The Odyssey’ that discusses the account
of using a wooden Trojan horse [5]. The Greeks, in order to conclude the long, apparently never-ending
war, built a giant wooden horse and hid some of the members of their army inside the horse. Giving the
apprehension of defeat, the Trojans were tricked into thinking that they won the war, and they dragged
the wooden statue into their territory as a souvenir of their hard-fought battle. However, after sunset,
the Greek army personnel ambushed the Trojans and destroyed the city of Troy with the element of
surprise thereby claiming clear victory and formally ending the war [6]. This is the first evidence of a
social-engineered act. These deceitful attacks took digital form and received recognition in the 1990s
when the infamous hacker Kevin Mitnick, also known as the ‘World’s Most Wanted Hacker’, was
arrested for hacking into around 40 high-tech companies including Nokia, IBM, Sun Microsystems,
Motorola Corporation, etc. [7]. Citing on instance, using social engineering techniques as a key strategy,
Mitnick received the Ultra Lite source code for the MicroTAC Ultra Lite cell phone by Motorola under
the pretext that he was an employee of the company. Though he did not do anything using the source
code, generally such information is highly confidential and sensitive, and it could have been sold for a
much greater profit or could have been used for blackmail purposes. Mitnick’s arrest and conviction
shed light on the unspoken yet threatening issue of socially engineered activities. However, there was
no decline in the number of such malignant activities in the early 2000s.

Though there are several versions of the term ‘human hacking’, all such definitions form basis on the
trusting nature of human beings [8]. Social engineers employ several tactics and elements in order to
manipulate users and obtain sensitive data without their consent and knowledge. Malicious activities of
this kind occur mainly because of human error rather than the susceptibility of operating system (OS)
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and in-built software. According to a cyber security analyst company Cyence, the United States of
America was the target country for most of the social engineering attacks and was also ranked highest
in terms of attacking cost of an approximate value of $ 121.22 billion, followed by Germany and Japan.
As per a report recorded in the year 2005, the United States witnessed more than one million consumer
fraud and identity theft complaints that was filed with federal, state, and local law enforcement agencies
as well as private organizations [9]. Another survey from the same time period estimated a frightening
number of 3.6 million (which constitutes around 3.1% of the American households) being victims of
identity theft in 2004 [10]. American high-tech companies are more prone to being attacked by cyber
criminals and hackers from almost all the parts of the globe mainly because these companies have a
greater impact on worldwide economy and privacy as they manage significant data with international
scope [11]. Several statistics and studies show that around 83% of the socially engineered cyber-attacks
have a high success rate [12].

The cyber-crime rate in India witnessed a steady increase over the years. Only in the year 2020, there
were 4,047 cases of online banking fraud, 2,160 cases of ATM fraud, 1,194 credit/debit card fraud and
1,093 OTP frauds [13]. Vishing, also known as voice phishing, is one of the most common cyber-attacks
in India where perpetrators trick the victims into giving away their personal and confidential data. Indian
nationals are not the only ones to fall prey to such scams. Several malicious rackets who are highly
organized cons have been involved in the ‘call center’ scamming foreign nationals costing them over
Rs. 300 crore, mostly from the United States [14]. Further, the citizens of Madhya Pradesh suffered a
loss of around Rs. 51.33 lakh crore during the Covid-19 lockdown as fraudsters used the increased
online engagement during COVID-19 lockdown to their advantage [15]. Approximately 60.2% of the
cyber-crimes in 2020 were lodged for fraud activities (30,142 out of 50,035 cases), 6.6% complaints
for sexual exploitation (3,293 cases), and 4.9% complaints for extortion (2,440 cases). This data shows
a startling 11.8% increase in 2020 in the number of cyber-crimes reported in 2020 [16]. All the data and
studies presented show the impact and intensity, both economically and psychologically, that social
engineering attacks have on the people and governments.

COMPONENTS OF SOCIAL ENGINEERING

‘Interaction’ is the key element that a social engineer employs in order to gain sensitive information
from victims. By interacting with the targeted user, the attacker initiates the attack on computers, mobile
phones or any other non-technical means to get to the victim. Aside from using telephone or internet as
means for committing such acts of fraud, perpetrators engage psychological techniques that involve
technical, ego, sympathy and intimation attacks [17]. Such attacks, though differ in execution and
nature, have the same pattern and components. A socially engineered act generally involves four phases
such as: (1) collection of information about the targeted user; (2) development of inappropriate insincere
relationship with the targeted user; (3) exploitation of the available information and timely execution
of the attack; and (4) quit the attack after obtaining relevant information without leaving any traces [18].
The series of the act essentially starts with adequate extensive data collection by way of OSINT 19.
Visiting websites of the targeted company or targeted personnel, troves of information can be found as
the attacker can find physical areas of interest, email IDs, contact numbers and other communication
data of the personnel. Special and unique attributes of the company such as mission and vision
statement, policies, agenda, etc. can also be a great source to build credibility and a sense of connection
with the user when the attack is in process. Such information can prove to be of great use for a social
engineer [20]. Upon collecting sufficient information, the attacker moves to the ‘pretexting and
elicitation’ phase. In this phase, the attacker invents a scenario where the victim is enticed and convinced
to release crucial information or perform any act through a cleverly devised pretext. This can be done
by way of interaction in person, mobile phone or email. Most of the social engineering attacks are
successful because a majority of the people do not arouse suspicion for seemingly obvious information
to them [21].

Individuals can be psychologically manipulated for several reasons such as blind trust, gullibility,
desire to help, the desire to be liked, etc. When the online users fall for such devious tricks based on the
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above-mentioned reasons, it is widely effortless and uncomplicated for the social engineer to make the
user perform actions of ill-intent [22]. It is a surprising fact that many online users believe that the
chances of being deceived is comparatively low and attacker users such misconception to his/her benefit
by making conversations in a polite manner and asking for requests that appear to be reasonable to a
common man [23]. The social engineer’s ability to convince the target without any doubts is the ultimate
token of his/her successful attack. Social engineering activities mainly rely on the emotions rooting
from trust and fear. For instance, when the attacker mentions the name of the target’s immediate
superior, the target, by default, believes that the interaction is genuine since the social engineer knows
the superior’s name. Adding elements of humour or sympathy is a great way to establish trust, and once
a greater level of trust is established, it is too easy for the attacker to successfully complete the attack
[24]. Fear is also a highly effective tactic. All that a social engineer has to do is to create a problem and
persuade the user that it is their fault. This gives the attacker the opportunity to have the upper-hand
over the situation and walk the fearful target through the ‘steps’ in which the problem can be rectified
where the target also obliges. This situation not only allows the attacker to take complete advantage
over the situation and gain the required information but also encourages the targeted user to conceal the
fact that such a situation occurred at their own fault. Some social engineers master the aspects of micro
expressions that allows the perpetrator to study the expressions of the targeted user in an interaction in
a physical setting and react accordingly. Understanding emotions of anger, disgust, fear, sadness etc.
helps the attacker to gain advantage in the situation [25]. Similarly, the increase in social media usage
provides the attacker with a devious way to commence the process of acquiring information about a
target [26]. Upon gleaning all the relevant information such as names, relatives, friends, addresses,
employers, schools, and other details from social media, social-engineers resort to impersonation. Using
all the acquired data about the person, the attacker can easily impersonate the identity of someone else,
more easily, over phone [27]. Through a fake profile, the attack can be executed effectively by way of
direct communication [28]. It is clear that the outcome of the attack solely depends on how much the
attacker manipulates the targeted user without rising suspicion. Social engineers pay attention to all the
details, irrespective of trial it could be, and use it accordingly to get the job done [29].

HOW SOCIAL ENGINEERING ATTACKS ARE ORCHESTRATED

Social engineering crimes, like any other crime, have ulterior motive to it. For most of the cases,
illicit financial gain is the main reason behind such activities, followed by personal reasons such as
revenge, blackmail, etc. One of the most common techniques that the human hacker employs for
deceitful purposes is shoulder surfing. This entails the attacker spying on the clueless user in public or
in a crowded areas to obtain crucial information such as personal identification numbers (PINSs),
passwords or other confidential data by looking over the victim’s shoulder. Around 97% of the people
surveyed claimed the awareness of a shoulder surfing incident on regular basis and in most of the cases,
they were unaware that they were been spied on at the moment [30]. Out of all the forms of social
engineering attacks, the most common form is phishing [31]. Usually, phishing attacks involves the
attacker sending an email containing link to malicious websites to gather personal information by
pretending to be a trustworthy organization. This is a malicious attempt by the perpetrator to scam the
user into surrendering sensitive information such as bank account login credentials [32].
Approximately, around 36% of the breaches in the past year involved phishing and 95% of business
email compromise (BEC)33 losses were ranged between $ 250.00 and 984,855.0033. It is even more
appalling to learn that 85% of breaches involved the human element [34]. 96% of the attacks were
executed via mail and 46% targets were organisations [35]. 29% of the breaches were caused based on
stolen credentials [36]. Overall, phishing activities have caused over $ 54 million annual loss for US
consumers and organisations [37]. Dumpster diving, although not very popular, is one of the most
effective methods of social engineering. The nature of this malicious activity can be understood by
nature of this idiom ‘One man’s trash is another man’s treasure’. It is the process of searching for useful
information their trash that can later be used for hacking purposes. A hacker opting for this attack
technique might look for phone numbers, passwords, login credentials, sensitive visual components,
business secrets or any other information that can be used. It was claimed by identity theft victims that
around 87% of the information was obtained by dumpster diving [38].
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Social engineers have also resorted to creative means of hacking into systems. For instance, human
hackers use tailgating attacks that involves following the concerned personnel who has the security
clearance to a specific part of the building. This also gives the hackers an opportunity to install malware
software to perform deceitful activities later [39]. Ransomware attacks are also a quietly impending
issue. This is a type of malware attack where the attacker seals and encrypts the victim's data which
could be important files and then proceeds to demand a payment to unlock and decrypt the data. An
estimate of 2,084 ransomware complaints were received by the IC3 in the first half of 2021 that
reportedly ranged to over $ 16.8 million in losses [40]. In 2021, health care sector was the third most
targeted industry for ransomware attacks in the US and suffered over $ 157 million in losses since 2016
[41]. Apart from the mentioned attack techniques, hackers also prefer hybrid model as it is a
combination of two or more attach strategies thereby resulting in sophisticated execution.

SOCIAL ENGINEERING AND INDIAN LAW

Although there is no direct definition of the term ‘Social Engineering’, Section 415 of the Indian
Penal Code, 1860 [42], states a definition for the term ‘cheating’ which is basically what social
engineering entails. It discusses about the fraudulent or the dishonest intention to make a person to act
or omit, thereby causing harm to body, mind, reputation or property. The main element of social
engineering activities is to gain something by way of deception. Making false documents with deceptive
and fraudulent intentions that may contain seal, sign, execution of document, transmission of electronic
record or its part, affixing electronic signature, making any mark denoting authenticity of document or
made in the name of fictitious person pretending to be real person, are also discussed in the Indian Penal
Code [43]. Cheating, impersonation and forgery are penalised under various sections that widely
depends on the facts and circumstances of the case.

The Information Technology Act, 2000 also sheds light on prohibited activities that are, by nature,
subsets of social engineering. Sections 66 emphasises offences that are committed by way of computers
and related devices with ‘fraudulent’ and ‘dishonest’ intention [44]. Section 66D in specific discusses
the punishment for cheating by personation by using computer resource [45]. The salient feature of this
Act is that the IT Act applies for offence or contravention committed outside India by any person
irrespective of his nationality [46]. The Act also contains provisions for the creation of nodal agencies
that is responsible for the research and development aspects that relates to protection of Critical
Information Infrastructure [47]. The Section also defines the term ‘Critical Information Infrastructure’
that refers to computer resource where the incapacitation or destruction of which will have a debilitating
impact on national security, economy, public health or safety. The Act also provides for the Indian
Computer Emergency Response Team that will serve as the prominent national agencies ensuring cyber
security on the facets such as collection and dissemination of data on cyber incidents, taking emergency
measures to combat and give out alerts of cyber security incidents, to issue guidelines, advisories on the
matters relating to information security practices, response and prevention of cyber-crime incidents
[48]. As a part of India's Digital India initiative under the Ministry of Electronics and Information
Technology, the ‘Cyber Swachhta Kendra” was launched to detecting botnets and thus to create a secure
cyber eco system [49]. This centre works closely with Internet Service Providers and Product/Antivirus
companies and is operated by Indian Computer Emergency Response Team [50].

Apart from several provisions and schemes that impliedly apply to social engineering, the Indian
Judiciary has also been opined and propounded judgements that acknowledges the growing number of
internet scam complaints. The Delhi High Court conceded that phishing e-mails are becoming
increasingly sophisticated. The court recognised that though there is no specific provision,
‘misrepresentation’ would be an act that amounts to phishing [51]. The Allahabad High Court discussed
the ingredients of Section 66-D which are: (a) a person by means of a communication device or
computer resource; (b) cheats another by personation. The court also accentuated that while the
Information Technology Act does not have a separation definition for the term “personation”, it will
however originally apply to vast array of phishing attacks [52]. The court also deliberated on what a
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‘computer system’ entails and what could be subjected to online scam and cyber scam. The computer
system is entailed to cover one device or a collection of devices, that includes input and output support
devices that are capable of being used in conjunction with external files, which also can contain
computer programs, electronic instructions, input and output data, data storage and retrieval [53]. The
Judiciary has given advanced judgements that are in line with the modern transformation of the society.

CONCLUSION

“Social engineers veil themselves in a cloak of believability” said Kevin Mitnik who is considered to
be the world’s most famous hacker. Regardless of the high success rate of social engineering activities,
there are still several steps that can be taken to combat the issue. Most of the defences depend on
equipping individuals with alertness and caution more than fortifying technology. With a
comprehensive defensive strategy, both technical and non-technical forms of hacking can be resisted.
There is no denial that implementation of such security systems are expensive and key studies show
that financial costs of security awareness program can consume up to 20% of the organisation’s security
budget. However, once a robust level of security is established, that figure could be brought down to
10-15% [54]. Nonetheless, the cost of strengthening the security systems is preferred than having to
lose an alarming amount of money to hackers.

In the era of digital transformation, individuals and companies face a variety of threats to data. Such
dangers carry significant hazards; thus, organisations and businesses should approach them as part of
their risk management plans [55]. Effective security systems must be employed in order to ensure safety
and protection. To lower the likelihood of successful social engineering attacks, mandatory training and
awareness measures must be implemented. Learning is a continuum that begins with awareness,
progresses to training, and finally transforms into education. Basic education about the value of the
information assets at their disposal has become imperative for an organization or individual to defend
against it [56]. Since social engineering activities are primarily attacks based on human characteristics
that are sophisticated and hard to detect, techniques to mitigate such attacks are imperative. Though it
is difficult to put an end to all social engineering acts, decreasing the attacks’ impact on individuals and
companies can be possible with proper mitigation techniques [57]. Encouraging a positive corporate
culture among the employees by the way of building corporate security culture is important for the
success of such mitigation techniques. What is irrefutable is that human decisions are relative and thus
cannot be presumed to bear capability. This is mainly because human judgments are subjective in nature
irrespective of there being strong awareness of social engineering attacks and techniques [58].
Therefore, technology-based mitigation techniques like biometrics, sensors, artificial intelligence, and
social honeypots are essential [59]. Such security strategies are crucial to the success of fighting social
engineering actions.
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