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Abstract 

The proposed draft Administrative Measures for Generative Artificial Intelligence (AI) Services by the 

Cyberspace Administration of China (CAC) addresses the fast-emerging field of generative AI 

technologies. These regulations aim to control and manage the increasing use of generative AI in 

various industries. This study details the significant provisions of the draft measures and explores their 

implications for the AI industry and service providers in China. The draft rules require all generative 

AI service providers to register with the relevant authorities. The registration process will include 

submitting appropriate documents, such as technical specifications, risk assessment reports, etc.  
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INTRODUCTION 

With the growing adoption of artificial intelligence (AI) technologies in China, the Cyberspace 

Administration of China (CAC) has recognised the need for comprehensive regulations to ensure the 

safe and ethical use of generative AI services. Generative AI refers to AI systems that can autonomously 

generate human-like content, such as text, images, and videos, often using machine learning algorithms. 

The draft Administrative Measures aim to establish a framework for generative AI service providers' 

registration, operation, and supervision [1]. 

 

OVERVIEW OF THE CYBERSPACE ADMINISTRATION OF CHINA  

As artificial intelligence technologies continue to gain popularity in China, the Chinese government's 

Cyberspace Administration of China has acknowledged the need for comprehensive regulations 

governing the ethical and safe use of generative AI services. Generative AI systems, which use machine 

learning algorithms to create human-like content such as images, videos, and text, are the main focus 

of the draft Administrative Measures. These proposed regulations establish a registration, operation, 

and supervision framework for generative AI service providers, ensuring compliance with ethical, legal, 

and safety guidelines. The CAC recognises the issue's significance and is taking proactive measures to 

ensure that generative AI technologies are consistent with ethical and moral values [2].  

 

THE NEED FOR ADMINISTRATIVE MEASURES FOR GENERATIVE AI SERVICES 

As the technological advancements in generative artificial intelligence continue to progress at an 

impressive rate, there is an increasing apprehension 

regarding their potential misuse or adverse effects. 

To counter these worries, the draft Administrative 

Measures explicitly intend to tackle these concerns 

by imposing precisely outlined conditions on 

generative AI service providers [3]. These measures 

emphasise the significance of essential factors such 

as data security, privacy protection, content 

supervision, and transparency. The focus on these 

factors aims to ensure the appropriate use of this 

technology and a harmonious one, aligning with the 

principles of fairness, privacy and security. 
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KEY PROVISIONS OF THE DRAFT ADMINISTRATIVE MEASURES 

Registration Requirements for Generative AI Service Providers 

To regulate the provision of generative artificial intelligence (AI) services, new measures have been 

proposed that dictate that service providers must undergo a thorough registration process with the 

relevant authority, namely the CAC, and acquire legal licenses as a mandatory requirement. This 

stringent process ensures that only reputable and qualified entities can offer these services. The 

registration process, which includes a comprehensive assessment, carefully evaluates the competence 

and dependability of service providers to ensure they possess the necessary skills and credentials [4].  

 

Data Security and Privacy Protection 

The new regulations mandate that generative artificial intelligence (AI) service providers put 

stringent measures in place to safeguard user data from unauthorised access and ensure privacy. 

Providers are required to establish comprehensive security systems that prioritise the accuracy and 

consistency of data. The consent of users must be obtained in collecting and processing data while 

protocols for periodic security audits are instituted. Furthermore, providers must promptly report to 

relevant authorities any security breaches [5]. Compliance with the regulations will inspire confidence 

in users and enhance the security and privacy of their data. 

 

Content Supervision and Censorship 

The draft measures emphasised the crucial aspect of content supervision and censorship of generative 

AI services. To ensure a responsible and accountable approach, service providers must actively 

implement robust mechanisms designed to detect and filter out any instances of illegal or harmful 

content that their AI systems may generate. By doing so, the objective is to safeguard social order, 

uphold public interests, and effectively counteract the dissemination of any inappropriate or unlawful 

content that could arise from such services [6]. By obligating service providers to address the content 

generated by their AI systems proactively, these measures strive to strike a balance between 

technological innovation and the protection of societal values. Implementing adequate content 

supervision and censorship mechanisms makes it possible to prevent the proliferation of harmful 

material that could jeopardise public well-being or infringe upon legal boundaries. 

 

Transparency and Accountability 

Transparency and accountability are vital aspects addressed in the draft measures. Service providers 

must proactively disclose pertinent information regarding their AI systems to ensure responsible and 

informed usage. This encompasses a detailed account of the capabilities and limitations of their systems, 

as well as a transparent evaluation of potential risks associated with their deployment. In addition to 

transparency, the draft measures also emphasise establishing robust internal mechanisms within 

generative AI service providers [7]. These mechanisms are designed to effectively handle user 

complaints, concerns, or issues that may arise while utilising their services. By setting up channels for 

users to voice their feedback and register complaints, the measures encourage an environment of 

accountability and responsiveness. Through transparency and accountability, the draft measures ensure 

that users' concerns are heard and addressed, fostering a harmonious and mutually beneficial 

relationship between service providers and users. 

 

IMPLICATIONS FOR AI INDUSTRY AND SERVICE PROVIDERS 

The release of the draft Administrative Measures has significant implications for the AI industry and 

service providers operating in China. 

 

Impact on Innovation and Development 

While the draft measures are designed to regulate generative AI services, experts have raised valid 

concerns regarding their potential impact on innovation and development within the field. 

Implementing stricter regulations may present compliance challenges, particularly for startups and 

smaller enterprises. These concerns primarily revolve around the potential hindrance to their ability to 
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experiment and freely introduce innovative AI products to the market. It is recognised that startups and 

smaller enterprises often play a vital role in driving technological advancements and pushing the 

boundaries of innovation. Their agility, creativity, and entrepreneurial spirit enable them to explore 

novel ideas and develop groundbreaking solutions that can significantly contribute to advancing 

generative AI technology. 

 

However, introducing stringent regulations could impose additional burdens on these entities, 

including increased compliance costs and complex bureaucratic procedures [8].  

 

Stricter regulations may pose compliance challenges, hindering their ability to experiment and bring 

innovative AI products to market. Finding the right balance between regulation and fostering innovation 

is crucial, and policymakers should consider tailored frameworks, regulatory sandboxes, and 

stakeholder engagement to address concerns while promoting a supportive environment for innovation 

in the generative AI landscape. 

 

Compliance Challenges for Service Providers 

The draft measures encompass several obligations that generative AI service providers must fulfil, 

which could give rise to compliance challenges. Companies must allocate significant resources to meet 

these requirements, including ensuring robust data security measures, implementing effective content 

supervision mechanisms, and promoting transparency in their operations. 

 

One of the primary challenges that emerge from these obligations is the allocation of resources. 

Companies must invest substantial time, effort, and financial resources to adhere to the requirements 

outlined in the draft measures. The costs associated with robust data security measures, including 

infrastructure, cybersecurity personnel, and ongoing maintenance, can be substantial, particularly for 

smaller enterprises with limited budgets. 

 

Another significant compliance challenge revolves around content supervision. The draft measures 

necessitate the establishment of effective mechanisms to monitor and filter the content generated by 

generative AI systems. This includes identifying and preventing disseminating illegal, harmful, or 

inappropriate content and ensuring the continuous monitoring and moderation of content generated by 

AI [9].  

 

Recognising these challenges, policymakers must consider the potential impact of compliance 

requirements on smaller players in the AI industry. Exploring options for providing support, such as 

offering financial incentives, regulatory assistance programs, or knowledge-sharing initiatives, can help 

mitigate the barriers to entry. 

 

CRITICISMS AND CONCERNS 

Despite the intention to regulate generative AI services, the draft Administrative Measures have faced 

criticisms and raised concerns among various stakeholders. 

 

Potential for Restricting Freedom of Expression 

Critics raise valid concerns regarding the potential impact of these measures on freedom of 

expression. One of the main points of contention revolves around the content supervision and censorship 

provisions, as they can give rise to overzealous monitoring practices and, consequently, the suppression 

of dissenting opinions or creative presentations. This is a matter of great concern, as it is essential to 

maintain an environment where diverse viewpoints can thrive, and constructive dialogue can flourish. 

 

Achieving a delicate equilibrium between content regulation and freedom of expression poses a 

considerable challenge. The task at hand requires thoughtful deliberation and careful consideration of 

various factors. Implementing measures to regulate content necessitates the establishment of clear 
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guidelines that distinguish between genuinely harmful content and mere differences in opinion. This 

distinction is vital to prevent an excessive clampdown on freedom of expression, which could stifle 

innovation, hinder social progress, and limit the exploration of new ideas [10].  

 

Finding the right balance between content regulation and freedom of expression is undoubtedly 

complex. However, a challenge must be met with careful consideration, transparency, and inclusivity. 

Only through such efforts can we foster an environment that safeguards both the protection of individuals 

and the vibrant exchange of ideas, ultimately contributing to a healthier, more democratic society. 

 

Lack of Clarity and Ambiguity in the Measures 

Certain observers have highlighted the need for enhanced clarity and specificity within the draft 

measures. They emphasise that without clear definitions and comprehensive guidelines, there is a 

significant risk of misinterpretation and inconsistent enforcement. Such ambiguity could lead to clarity 

and certainty among generative AI service providers, who need help understanding the exact parameters 

they must operate. To address this concern, it is crucial to establish precise definitions and unambiguous 

guidelines that clearly outline the scope and limitations of the measures. This would provide generative 

AI service providers with a solid foundation to navigate and ensure compliance with the regulations. 

 

Enhancing clarity and specificity within the provisions of the draft measures is crucial to mitigate 

confusion and facilitate consistent enforcement. By providing clear definitions and comprehensive 

guidelines tailored to different types of generative AI services, the measures can offer a framework that 

is both practical for providers and aligned with regulatory objectives. Engaging in collaborative 

dialogue throughout the process will help create regulations that balance accountability and innovation, 

ultimately fostering a more transparent and trustworthy environment for generative AI service providers. 

 

Potential Implications for International Cooperation 

The global nature of the AI industry raises concerns about the potential implications of these 

measures on international cooperation. Specifically, uncertainties surrounding the application of 

standards to international AI service providers operating in China can impact collaboration and hinder 

cross-border innovation within the AI field. 

 

One of the key concerns is how these measures intersect with existing regulations and standards in 

other countries. Divergent requirements and conflicting obligations between jurisdictions can create 

obstacles for international AI service providers seeking to operate in China. This uncertainty may deter 

companies from engaging in cross-border collaborations or investments, as they may need clarification 

about how the measures will impact their operations and whether they can effectively navigate the 

regulatory landscape. Moreover, the need for clear guidelines for international AI service providers 

operating in China could result in uneven enforcement practices [11].  

 

The potential implications of these measures for international cooperation in the AI industry should 

be carefully considered. By providing clear guidance and ensuring compatibility with international 

standards, China can foster an environment that encourages cross-border innovation and collaboration. 

Open dialogue and cooperation between China and other countries can help create a global framework 

supporting the responsible development and deployment of AI technologies while fostering 

international cooperation and driving advancements in the field. 

 

CONCLUSION 

The Cyberspace Administration of China's release of the draft Administrative Measures for 

Generative Artificial Intelligence Services signifies an effort to establish a regulatory framework that 

ensures the safe and ethical use of generative AI technologies. The primary objectives of these measures 

are to safeguard data security, protect privacy, and serve the public interest. However, their introduction 

has also sparked concerns regarding potential limitations on freedom of expression and their impact on 
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innovation within the AI industry. As the draft measures continue to undergo revisions and discussions, 

striking a delicate balance between regulation and fostering innovation becomes paramount. 

 

The proposed measures reflect China's commitment to addressing the potential risks associated with 

generative AI technologies. By establishing a regulatory framework, the intention is to create an 

environment that upholds data security and safeguards the privacy rights of individuals. Given the rapid 

advancement and widespread application of generative AI, this proactive approach is essential to 

mitigate potential harms and ensure responsible use. 

 

As the draft measures undergo further revisions and discussions, seeking input from diverse 

perspectives is essential. Engaging in constructive dialogue with industry representatives, legal experts, 

and civil society organisations can help address concerns, refine the measures, and balance regulation, 

protection, and innovation. 

 

In conclusion, the draft Administrative Measures for Generative Artificial Intelligence Services in 

China reflect a commitment to establishing a regulatory framework for the safe and ethical use of 

generative AI technologies. While aiming to protect data security, privacy, and public interests, 

addressing concerns about potential restrictions on freedom of expression and the impact on innovation 

is crucial. Through continued dialogue, revisions, and a collaborative approach, China can develop 

measures that effectively balance regulation and foster innovation, ensuring the country's responsible 

development and deployment of AI technologies. 
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